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ABSTRACT Currently, smart buildings generate large amounts of data due to the many devices and
equipment available. Hence, buildings implement building management systems (BMSs), which monitor,
control, manage and analyze each of these components. However, current BMSs are incapable of managing
a massive amount of data (big data) and therefore cannot extract knowledge or make intelligent decisions in
quasi real time. In addition, there are serious limitations to integrating BMSs with other services since they
generally use proprietary software. In this sense, service-oriented architecture (SOA) is an architectural style
that allows one to build distributed systems and provide functionalities such as services to end users or other
types of services. Therefore, an SOA has the great advantage of allowing the expansion of the functionalities
of BMSs. In fact, there are several studies that address SOAs for building management. However, we have
not found any description or systematic analysis in the literature that allows the development of a versatile
and interoperable SOA focused on the energy efficiency of buildings and that can integrate massive data
analysis features. For these reasons, this study seeks to fill this knowledge gap and, more specifically,
to identify and analyze the various software requirements proposed in the literature and the characteristics of
big data that allow for improving the energy efficiency of buildings. To this end, we performed an in-depth
review of the literature according to the methodology proposed by Kitchenham. As a result of this review,
we provide researchers with a specific vision of the requirements and characteristics to consider for software
development aimed at the energy efficiency of unique or historic buildings.

INDEX TERMS Big data applications, buildings, energy efficiency, energy management, management
information systems, service-oriented systems engineering, software architecture.

I. INTRODUCTION
Buildings are responsible for more than a third of the world’s
total energy consumption [1]–[4]. Therefore, reducing the
energy consumption of buildings is a global problem. That is
why countries are implementing strategies to make buildings
more efficient and reduce excessive energy consumption.
For example, in the design phase, Zero Energy Buildings
(ZEBs) [5]–[7] have gained special attention in recent years
as they make use of renewable energy sources [8], [9], thus
allowing the energy efficiency indexes of a building to be
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improved [10]–[12]. However, in the operation phase, it is
not a simple task when dealing especially with historical
or unique buildings, so that immediate actions are based on
reducing energy consumption [13].

In this sense, heating, ventilation and air condition-
ing (HVAC) systems contribute a significant part of
the building’s total energy consumption [14]. In addi-
tion, it is affected by various factors [15]. Consequently,
to effectively improve energy efficiency and reduce energy
consumption in buildings, we have conducted several
investigations [16]–[18] with the aim of optimizing the
performance of HVAC systems in historic or unique
buildings.
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On the other hand, HVAC systems are tuned by building
management system (BMS), whose purpose mainly consists
of monitoring, managing, controlling and analyzing the dif-
ferent equipments (HVAC systems, elevators, lighting, etc.)
and devices (sensors, actuators, etc.) of a building [19]. How-
ever, being a proprietary software system, the BMS presents
serious limitations for the integration with other components
or services, so it can crash when managing a large amount
of data (big data) [20]–[23]. Hence, it is necessary to imple-
ment a software architecture capable of supporting different
functionalities for the intelligent management of the building.

For this reason, components (services) must be able to
be integrated and deployed in versatile way within a soft-
ware architecture. Hence, we are conducting a project called
‘‘Intelligent management system for optimizing energy con-
sumption in building air conditioning’’, driven by a consor-
tium of Spanish universities under the Smart Energy Campus
of International Excellence [24]. The goal is to develop an
autonomous BMS using a versatile software architecture,
which allows the energy efficiency of HVAC systems in
historic or unique buildings to be improved.

In this perspective, service-oriented architecture (SOA)
offers an architectural design focus suitable for the design and
development of distributed systems that offer different capa-
bilities, including end-user services and others [25]–[27].
As it can be inferred, SOA could expand the traditional fea-
tures of a BMS in a way that would improve the management
of the building’s equipment and devices and consequently
improve the energy efficiency of the building. However,
before considering this in depth, it is first necessary to identify
the software functionalities (features) that are best adapted to
these systems.

In fact, several studies have addressed different features
for an SOA aimed at building management. However, at this
time, we have not found any article that provides an overview
or a systematic analysis of the different features necessary for
an SOA aimed at energy efficiency in buildings.

For such reasons, we conducted a systematic literature
review (SLR) using the methodological procedure proposed
by Kitchenham [28]. Specifically, we identify and analyze
the different requirements (functional and non-functional) for
a service-oriented architecture that incorporates the features
(interoperability and versatility) as well as big data character-
istics that will result in improved energy efficiency for build-
ings. We asked a series of research questions and conducted
an extensive search process that allowed us to find answers to
our questions. As a result, this SLR can provide researchers
with a general idea of the requirements and characteristics
on which investigations should focus to adapt and develop
software architectures and new technologies in this field.

This article is organized as follows: Section II briefly
describes the related work and the motivation of the study
conducted. Section III describes the methodological pro-
cedure used for the compilation of studies, the research
questions, search engine, search strategy and selection cri-
teria. Section IV summarizes the process of applying the

methodology obtained through the SLR. Section V shows the
results and relevant papers that answer the research questions.
Section VI presents the discussion of the results. Section VII
outlines some directions for future research; and finally,
Section VIII provides the conclusions derived from this study.

II. RELATED WORK AND MOTIVATION
In this section we describe some of the different software
functionalities (features) that are either proposed or incorpo-
rated in the documents found. Additionally, we explain the
motivation for conducting this SLR.

A. RELATED WORKS
In [29], an SOA was used in the industrial system of sys-
tems (SoS) since it provides an excellent platform to develop
systems and allows the encapsulation, reuse and composition
of components (services). The authors claim that services can
be essential to get the desired information as in the case of the
energy consumption of equipments in an industrial factory.

For its part, in [30] an SOA was adopted for the man-
agement of home energy systems which have heterogeneous
components and are subject to different standards, require-
ments and technologies. This is mainly due to the fact that
SOA allows the interoperability and flexibility issues present
in the home to be addressed.

On the other hand, in [25] the SOA-based approach
was used to enable the interoperability of heterogeneous
smart home systems. They developed a simulator in which
they incorporated different services, optimization criteria and
modes of operation in order to measure the energy consumed
by the smart home.

Meanwhile, in [31] they described the implementation of
an SOA-based infrastructure using a service-based software
layer that allows information to be obtained from various
data sources that is, in turn, consumed by other applications
within a factory. This allowed them tomonitor the operational
performance and energy consumed in one business and to
meet the requirements of other applications.

Finally, in [32] an SOA was proposed for the building
service integration, since SOA provides flexibility, extensi-
bility, open design and interoperability. Therefore, business
applications can be highly adaptable. The authors note that
this approach would facilitate the integration of BMS and
management applications along with other functions in order
to share, monitor, control and manage the business environ-
ment. Table 1 shows each of the software approaches and
functionalities (features) applied by the different investiga-
tions cited.

It should be noted that the aforementioned works have
outlined various SOA-based approaches to building energy
management and have addressed one ormore features.Within
this context, one of the most mentioned ones is interoperabil-
ity; therefore, SOA brings in this important feature that we
want to address in our investigation.

Conversely, flexibility is another feature mentioned in
the studies, which is defined as the capacity of services or
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TABLE 1. Summary of the approaches and software functionalities in the
cited works.

systems to adapt to changes within a given infrastruc-
ture (a language, a database, an operating system, among
others) [33]. As it can be inferred, flexibility is similar to
versatility; however, for our own work, the latter is defined
as the ability to build, integrate and implement components
(services) that are independently and completely decoupled
in different containers or servers, different languages, operat-
ing systems, databases, to mention a few [34].

B. MOTIVATION
On this basis, the abovementioned works do not identify or
report versatility. Therefore, this motivated us to conduct an
SLR in order to identify the studies that consider this feature
through the software requirements that they propose or report
in the studies, as well as the big data characteristics that best
represent the energy management of buildings.

In this respect, our study provides a new perspective com-
pared to what has been described in previous studies when
addressing software functionalities. This analysis will solve
several needs. In the first place, each component will be able
to focus on specific building systemsmonitoring, automation,
and control tasks, which may require CPU or GPU dependent
processing (e.g. neural networks, genetic algorithms, etc.).
In second place, it is necessary to control and manage the
collection of large volumes of data generated from different
sources and types of data (big data). Last but not least, it is
necessary to integrate and implement each of the services in a
scalable, interoperable and versatile way to form an agile and
efficient data management system.

For these reasons, we consider that the most suitable fea-
tures to carry out our study are interoperability and versatility,
since they would allow us to satisfy the needs raised for the
development and deployment of a service-oriented architec-
ture in the context of energy efficiency of buildings.

III. METHODOLOGY
The methodological approach used for this study was that
proposed by Kitchenham [28]. We limited our SLR to the
context of the service-oriented architecture and the charac-
teristics of big data applicable to the energy management of
buildings. In the following sections, we describe the steps of
the methodology employed, including the research questions
we sought to answer through this study and the search strategy
used to compile the different works for the SLR; establish the

criteria for the selection of the studies; and finally describe
the data extraction process that will be conducted to answer
the research questions.

A. RESEARCH QUESTIONS
In this work, we focused on the requirements (functional and
non-functional) for an SOA and the characteristics of big
data applicable to energy management that has been devel-
oped for the energy efficiency of buildings. For this reason,
Table 2 describes the research questions to be answered.

TABLE 2. Research questions for systematic review.

B. SEARCH STRATEGY
1) SEARCH KEYWORDS
To construct a search string, it was necessary to perform an in-
depth study of the state-of-the-art research based on the fol-
lowing keywords: building energy efficiency, building energy
consumption, energy efficient building, software architec-
ture, service-oriented architecture, SOA, and big data. All of
these terms are related to a specific problem addressed.

Then, we built a search string combining the indicated
words with different Boolean operators as follows:

(‘‘building energy efficiency’’ OR ‘‘building energy con-
sumption’’ OR ‘‘energy efficient building’’) AND (‘‘software
architecture’’ OR ‘‘service-oriented architecture’’ OR ‘‘Big
data’’ OR ‘‘SOA’’)

2) DATA SOURCES
To collect as many relevant studies as possible, we selected
the main scientific databases (Scopus, Google Scholar, Web
of Science, Science Direct, IEEE Xplore, SpringerLink, and
ACM Digital Lib). Some of the criteria used to select these
databases were as follows: (i) to retrieve the largest number
of studies regarding service-oriented software architectures,
(ii) to recover the largest number of studies regarding the
energy efficiency of buildings, and (iii) to cover most of the
journals with an impact factor.

3) SEARCH PROCEDURE
The following procedure was used to select the main sources
for our research. First, the search string was executed in each
of the search engines of the selected scientific databases.
Second, the titles and abstracts of the articles were prefiltered
by applying the selection criteria. Third, a complete review
of each of the preselected articles was performed, consider-
ing the selection criteria, to collect the sources that provide
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FIGURE 1. Diagram of the search procedure for the SLR execution.

relevant information for the research questions. Fourth,
the full texts were thoroughly reviewed, and we retrieved
the most appropriate references for our study that provided
important information and that were pre-dated 2014 to add to
these articles. This procedure is shown in Fig. 1.

C. SELECTION OF STUDIES
To identify the relevant articles in the second and third steps of
the search procedure, we set the following exclusion criteria
for use with the protocol defined above:
E1. Before the year 2014.
E2. Not related to the context of the research and ICT areas.
E3. Does not present keyword information or research

questions.
E4. Does not present architectures, models, frameworks or

proposals for the energy efficiency of buildings.

D. DATA EXTRACTION
We documented the entire search process with all records
stored in a reference manager. Similarly, we noted the exclu-
sion criteria for each of the excluded works. Additionally,
each of the full texts was recovered only if it passed the
prefiltering stage. Once this was done, we created a form
where we collected the following information for each of
these works:

• Does the article present concepts or definitions of the
keywords?

• Does the article present characteristics of an architecture
based on big data?

• Does the article present the characteristics that represent
a software architecture that incorporates the use of big
data for energy management?

• Does the article present the functional and non-functional
requirements of software architectures aimed at the
energy and building sector?

• Does the article mention or consider the limitations of
service-oriented software designs, proposals, models,
frameworks, platforms or architectures focused on the
energy efficiency of buildings?

• Inwhat aspect of energy efficiency is the service-oriented
architecture used?

Considering this information, we answered each of the
research questions posed.

IV. EXECUTION OF THE REVIEW
The search procedure was conducted in two phases. In the
first phase, the relevant sources describing the articles
collected in each scientific database were identified. The
exclusion criteria were also applied to obtain articles that pro-
vided relevant information to answer the research questions.
In the second phase, we considered the most relevant refer-
ences obtained in the first phase. These phases are described
below.

A. FIRST PHASE: IDENTIFYING THE RELEVANT SOURCES
Fig. 2 summarizes the numbers of articles obtained after
excluding the studies found in the scientific databases. As a
complement, Fig. 2 also shows the selection criteria for both
the pre-filtering (only the titles and abstracts of the articles
were considered) and the complete revision of the texts.

Considering this, the first exclusion criterion (E1) was
applied only in the pre-filtering stage, which allowed us to
exclude more than 600 publications that were outside the
range of the selected years. The second exclusion criterion
(E2) led to more than 3,600 exclusions, leaving those retained
as the most representative since it made it easier for us to
exclude articles that were outside the context of the investiga-
tion. The third exclusion criterion (E3) allowed us to discard
more than 1,000 articles that did not have information on
the selected keywords or RQs. Finally, the fourth exclusion
criterion (E4) was especially useful since it allowed us to
discard more than 300 publications without any reference to
designs, proposals, models, frameworks or architectures.

B. SECOND PHASE: REVISION OF THE REFERENCES
In this second phase, all the references presented in the
articles obtained in the first phase were reviewed to identify
the useful information in them. We considered only those
articles that satisfied each of the exclusion criteria with the
exception of E1 since it applied only to the first phase. Finally,
we managed to find 15 articles with information relevant
to our research context, resulting in a total of 97 articles.
In Fig. 3, the process of executing the SLR is summarized,
and each of the phases described above is detailed.
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FIGURE 2. Results of the first phase after applying each selection
criterion.

FIGURE 3. Summary of the SLR execution, showing the numbers of
papers obtained in each phase.

V. RESULTS
This section presents the results of the relevant papers
selected in terms of the publication year and publication type.
In addition, this section also presents the answers to each
research question posed, such as the various terminologies

and existing concepts regarding the application of the con-
cepts of big data and service-oriented architecture to various
approaches, applications and styles of software architectures
used in the context of the energy efficiency of buildings. As a
complement, the various applications and approaches that
were found, which were analyzed and classified in a prior
study [35] and in this study, are shown in the Annex (Table 6).

A. RELEVANT WORKS BY YEAR
Fig. 4 describes the papers in terms of years of publication.
We see that there are articles published in years prior to the
exclusion criterion (E1) established above. The explanation
for this is that the review of the references and analysis
of the works published prior to criterion E1 allowed us to
determine the theoretical basis necessary for our study con-
text. Furthermore, we found that there was growing interest
in the scientific community in the development of service-
oriented architectures for energy efficient buildings. In addi-
tion, a decrease in the number of studies starting in 2019 was
observed due to new trends and innovations that are emerging
in the context of software architectures. An obvious example
is the new microservice paradigm [36]–[38].

FIGURE 4. Number of papers by year of publication. Reviewed until
September 2020.

B. RELEVANT WORKS BY TYPE OF PUBLICATION
Fig. 5 shows the distribution of the relevant works based on
the publication type, highlighting journals with 57 relevant
works, followed by conference proceedings with 24 works
and books with 13 works. Finally, the publication types with
the fewest works that were considered were two web pages
and one general documents.

C. RQ1. WHAT CHARACTERISTICS BEST REPRESENT AN
ARCHITECTURE THAT ENABLES THE MANAGEMENT AND
APPLICATION OF BIG DATA TO THE ENERGY
MANAGEMENT OF BUILDINGS?
The SLR allowed us to retrieve a large number of relevant
studies to answer this research question.

It is true that the characteristics of big data found in the
literature vary considerably. First, Laney [39] conceptualized
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FIGURE 5. Number of papers by type of publication.

big data in terms of its three main characteristics (volume,
velocity, and variety). Subsequently, other studies [40]–[49]
analyzed seven characteristics. Some studies even considered
more than 13 characteristics [42], [44], [50]–[68]. However,
it was found that the four classic characteristics of big data,
including volume, variety, velocity and value, are the ones
that best represent the energy management of buildings [23],
[43], [69]–[71]. Another important big data characteristic to
consider in addition to the four mentioned above is verac-
ity [42], [44]. In the current SLR being conducted, these
five big data characteristics (see Fig. 6) are a set of func-
tional requirements that a service-oriented architecture must
integrate.

These characteristics are briefly defined below within the
building energy efficiency field.
• Volume: Buildings constantly provide enormous
amounts of data that come from various devices (sen-
sors, smart meters, actuators, etc.) and equipment
(HVAC, lighting, communications, etc.). In this sense,
modern software architectures use technologies or ser-
vices to handle massive data, as is the case with
Industry 4.0 and the increasingly widespread use of
Internet of Things (IoT) devices [72]. For all these
reasons, this characteristic is of great relevance for the
efficient energy management of buildings due to the
large volume of information to be analyzed.

• Velocity: Developing and implementing services capa-
ble of rapidly collecting, analyzing and processing large
amounts of data will offer several opportunities for
improvements in buildingmanagement. Therefore, these
services must be able to handle data in different time
intervals [70], allowing decision making in real time or
near real time.

• Variety: Building data show a high degree of vari-
ety. In general, these data are structured (building
energy consumption data, historical databases, etc.),
semi-structured (meteorological data, schedule of dif-
ferent uses of the building, etc.) and unstructured

(data on the behaviors and patterns of the occupants of
buildings, etc.) [43], [73]. Therefore, the development of
a service-oriented architecture would allow the integra-
tion and processing of the different types, sources and
forms of data.

• Value: It is possible to implement intelligent strategies
for the treatment of the collected data using algorithmic
methods, allowing the acquisition of valuable knowl-
edge that allows the optimization and improvement of
the energy use of buildings [23]. In fact, these strategies
can be implemented as services or software components
that are in charge of detecting the energy consump-
tion patterns of building equipment and generating and
distributing energy according to demand (response to
demand).

• Veracity: This characteristic refers to the noise present
in the data. In the context of buildings, this noise is
frequent due to failures or disconnections of the sensors
or installed equipment. However, analyzing these data
through various data mining techniques will offer the
opportunity to detect hidden patterns and extract truthful
and reliable information for decision making on the
management of the building [42], [44].

D. RQ2. WHAT ARE THE FUNCTIONAL AND NON-
FUNCTIONAL REQUIREMENTS FOR THE TYPES OF
SOFTWARE ARCHITECTURES USED IN THE ENERGY
MANAGEMENT OF BUILDINGS?
A system architecture is an abstract model that represents the
organization, behavior and collaboration between the com-
ponents that make up a system [74]. In this sense, software
architectures have different styles that define how their struc-
ture is organized [75]. To deepen these architectural styles,
we reviewed the following works [74], [76].

In addition, functional requirements (FRs) describe
how the systems should behave functionally, whereas
non-functional requirements (NFRs) describe the restrictions
on the services or functions offered by a system [77]–[80].
Therefore, to develop a service-oriented architecture (SOA)
that incorporates the software features (interoperability and
versatility) to improve the energy efficiency of buildings,
it is of great importance to identify and to analyze the FRs
and NFRs that were considered within the analyzed studies.
Therefore, below, we briefly describe the requirements found.

1) FUNCTIONAL REQUIREMENTS
Table 3 summarizes each of the functional requirements
reported in the analyzed studies. According to the review of
the works, we recovered 32 works that presented different
FRs. However, the various authors described them in different
ways. Therefore, they were grouped according to the context
or similarity of their focuses. Next, we describe each of
these FRs:
FR1. Data sources layer: Most studies addressed this

requirement, which includes all data, regardless
of whether they are structured, semi-structured or

26124 VOLUME 9, 2021



L. Mendoza-Pitti et al.: Towards a SOA for the Energy Efficiency of Buildings: A Systematic Review

FIGURE 6. Characteristics of big data in energy management in buildings.

non-structured. Applications were based on different
techniques for each type of data, as in the work of [81];
or they transformed analog to digital data, as in 82].

FR2. Networking layer: Not all the works that were ana-
lyzed study how to transmit or communicate the col-
lected data. For example, in [82], the authors grouped
the data based on explicit variables for further analy-
sis; and in [83], the authors stated in their proposal that
data must communicate correctly with the services.
However, in [84], the authors used this layer as an
intermediary between the data and the applications.

FR3. Data cleaning and preprocessing layer: Some of
the investigations focused on data cleaning and pro-
cessing. This layer is important since not all data
are correct, and they generally come from various
sources. In [82], the authors preprocess data that are
out of range or have missing values. In addition, some
works use techniques such as extraction, transforma-
tion and loading (ETL) in this layer to preprocess
the data before they are loaded into the data storage
layer [85]–[87].

FR3. Data storage and processing layer: Many works
emphasize this layer since it is the key to maintain-
ing the records and files to be processed later using
analysis tools. Some studies [81], [82] proposed using

various techniques and technologies for data storage
such as HDFS, HBASE, and HIVE. Furthermore,
in [101], the authors stated that there are multiple
methods to store and process data (for example, cen-
tralized/distributed or locally/remotely).

FR4. Integration layer: Certain studies implemented this
layer since it is used for M2M communications,
as in [102]; incidentally, other studies used this layer
as an intermediary layer between data and devices or
services, as in [80], [88] and [103].

FR5. Data analysis layer:A large number of works consid-
ered this layer in their studies since it is the critical
layer for analyzing and extracting the most knowl-
edge from the collected data. In [64], the authors
propose using Apache Spark since it is a very versatile
tool for analyzing data distributed in clusters; some
applications used cloud capabilities to analyze huge
datasets [103], [104].

FR6. Application and presentation layer: A considerable
number of articles analyzed and implemented this
layer. For example, in [102], the application layer
hosts business processes, protocols, and programming
logic, while the presentation layer houses human
task mediations such as business service registra-
tion and defining the interaction between services.
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TABLE 3. Summary of the functional requirements reported.

However, some studies used this layer to interact with
users or automation applications through APIs or web
applications [89], [93].

FR7. Decision maker layer:Some works considered this
layer due to the importance of making decisions
based on previously processed and analyzed data.
Some develop applications so that the decisions
are automated or manual (such as expert analy-
sis) [43], [82], [90], [96].

According to the 32 works analyzed and summarized
in Table 3, we observed that from 66% – 91% of the
works implemented or analyzed the FRs’ ‘‘data sources
layer’’ (FR1), ‘‘data storage and processing layer’’ (FR4) and
‘‘application and presentation layer’’ (FR7). Therefore, these
functional requirements exploit the functionalities for sys-
tems focused on the energy efficiency of buildings.

However, from 34% – 44% of the researchers expressed
an interest in the functional requirements ‘‘data cleaning and

preprocessing layer’’ (FR3), ‘‘integration layer’’ (FR5) and
‘‘data analysis layer’’ (FR6) since they represent important
aspects that must be provided by a software architecture
aimed at improving the energy efficiency of buildings.

Finally, the ‘‘networking layer’’ (FR2) and ‘‘decision-
maker layer’’ (FR8) were considered by 16% – 28% of the
works; these are the functional requirements least analyzed
or implemented in the studies found.

In any case, the incorporation of all these functionalities
(FR1 – FR8) in the architecture will be subject to the specific
application on which it is focused.

2) NON-FUNCTIONAL REQUIREMENTS
Table 4 summarizes the articles retrieved with each of the
NFRs reported in the analyzed studies. A software architec-
ture aimed at the energy efficiency of buildings is related
to some NFRs of large distributed systems (such as interop-
erability, scalability, and heterogeneity, among others) and
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TABLE 4. Summary of the non-functional requirements reported.

sensitive and personal data (such as security and privacy).
Within this context, we retrieved 29 articles with

each of the non-functional requirements reported in the
different studies, which we describe below:
NFR1. Scalability: A considerable number of studies con-

sidered this requirement due to the number of users
and services that can access or use the infrastructure
and the enormous amount of data it can store, which
increases over time. In [93], the authors stated that
a data repository can be expanded and supported by
a cluster of CouchDB servers. In addition, the scal-
ability of big data processing demands is provided
by an HDFS [88].

NFR2. Processing: A few investigations mentioned this
requirement. For example, in [80] and 87],
the authors stated that technologies such as HBASE,
which greatly improve data processing, were used
since they offer real-time search mechanisms,
caching, and server-side programming, among
others.

NFR3. Interoperability: Many works analyzed this non-
functional requirement since it is a crucial part of an
architecture, giving systems the ability to exchange
and share information regardless of the target lan-
guage or system. Some of these studies adopted
different techniques to conduct it, such as through
web services [92]; however, in [101], the authors
used fog computing to provide the necessary
interoperability.

NFR4. Heterogeneity: A few studies analyzed this require-
ment. It applies to different areas, as stated in [89],
where the authors presented this requirement as a
challenge due to the various protocols and existing
formats. However, in [63], the authors referred to the
heterogeneity of the data source.

NFR5. Security and privacy: Although it is true that tech-
nology offers us great opportunities to process data,
the data are at risk of being collected by agents
that are external to the implemented architectures.
Therefore, this requirement is of great importance
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since it protects sensitive and private information.
For example, in [90] and [106], the authors men-
tioned some protocols that can be used for IoT
architectures. In [107], the authors indicated that
implementing a platform using fog computing pro-
vides the data privacy required for energy adminis-
tration; in [63], the authors used Sentry, a service
provided by Apache Hadoop, as a role-based autho-
rization system for the data and metadata stored
in clusters. In addition, SmartCityWare 108]; pro-
vides security mechanisms within its functions as a
service.

NFR6. Fault tolerance: Fault tolerance is extremely impor-
tant for a computer system since it allows a system
to respond regardless of whether any of its com-
ponents or services fail. For example, in [65], [80]
and [87], the authors used a NoSQL database with
fault tolerance support to correct faults. Similarly,
in [96], the Hadoop framework was used due to the
advantages it offers in terms of fault tolerance.

According to the 29 studies analyzed and summarized
in Table 4, we observed that from 72% – 76% of the works
implemented or analyzed the NFRs of ‘‘scalability’’ (NFR1)
and ‘‘interoperability’’ (NFR3) for the most part. From this
analysis, both non-functional requirements are relevant for
an SOA focused on the energy efficiency of buildings since
they would allow the management of energy services in the
building. Especially, ‘‘interoperability’’ is a software fea-
ture of special interest for an SOA focused on the energy
efficiency of buildings since it allows all interfaces to be
fully understood and to work without restrictions with the
subsystems, whether in implementation or access.

Furthermore, 31% of the studies considered ‘‘security and
privacy’’ (NFR5) as an important non-functional requirement
of the management system of the building components vul-
nerable to attacks. Therefore, it is important to develop smart
strategies in this field.

Finally, the non-functional requirements ‘‘processing’’
(NFR2), ‘‘heterogeneity’’ (NFR4) and ‘‘fault tolerance’’
(NFR6) were considered by 17% – 21% of the studies. How-
ever, this does not mean that they are not relevant since in this
review the use of these non-functional requirements in these
works was still incipient.

E. RQ3. WHAT IMPLEMENTATIONS OF
SERVICE-ORIENTED SOFTWARE ARCHITECTURES HAVE
BEEN DEVELOPED FOR THE ENERGY EFFICIENCY OF
BUILDINGS?
A service-oriented architecture (SOA) is defined as one
approach, independent of the protocol of a computer, that
allows the determination, recording and invoking of ser-
vices [26], [27]. Therefore, an SOA can contribute greatly
to the energy efficiency of buildings by favoring and sup-
porting the characteristics of big data [35]. In addition,
an SOA facilitates the exchange, communication and interac-
tion between services and users, regardless of the protocols

used by the building systems. Therefore, it enables other
applications to have interoperability, flexibility and scalabil-
ity [26], [27], [109]–[119].

To illustrate the potential of the combined use of an SOA
and big data analysis in one system for the management of the
energy efficiency of buildings, it is important for a system to
analyze the data from the various devices and sensors and to
make control decisions, including the establishment, change
or reconfiguration of the operating parameters of energy
systems, within the different sections of the building. The
controllers act on functional rules based on the data collected
and the data history. These are processed and organized by the
various services, enabling the construction of a knowledge
base used to develop maintenance plans, renew or improve
equipment, etc. An SOA enables the continuous flow of
data and information between applications or management
services to optimize the energy efficiency.

Within this perspective, only 12 articles referred to the
implementation of an SOA applied to building energy effi-
ciency. Table 5 summarizes the corresponding implementa-
tions found in these studies.

TABLE 5. Summary of SOA implementation for building energy efficiency.

According to the 12 papers analyzed and summarized
in Table 5, an SOAwas implemented as a middleware service
in 67% of the studies, while it was implemented as a web
service in only 33% of the studies. However, these results
indicate that SOA implementation in the studied context is in
practice scarce since it is used only for the exchange of infor-
mation of certain services, such as in [92], which developed
a web service for the extraction of the data registered by sen-
sors. However, there is a new paradigm called microservices,
which presents various functionalities that would expand the
functionalities of a software architecture aimed at the energy
efficiency of buildings [36].

VI. DISCUSSION OF THE STATE-OF-THE-ART FINDINGS
This study has been conducted with the aim of identifying and
analyzing the software requirements for a service-oriented
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architecture (SOA) that incorporates the software functionali-
ties (interoperability and versatility) and big data characteris-
tics that best represent the energy management of a building,
thus contributing to its energy efficiency. The main findings
obtained from the research questions posed are presented
below.

A. FINDINGS RELATED TO RQ1
There are several significant findings applicable to RQ1.
First, the results of this study indicate that the fundamental
characteristics that best represent an architecture that enables
the use of big data in the energy management of buildings are
the velocity, volume, variety and value. These characteristics
are of great importance and utility within this area since
they are capable of supporting various processes, as indicated
in [71]. Similarly, it is necessary to consider the problems
presented by big data in this sector [23].

Furthermore, in the second finding, the building sector is
too complex to analyze due to the large amount and types
of data (stochastic or deterministic) it generates. Therefore,
the characteristics of big data play an important role in the
energy efficiency of buildings as they allow the application
of analysis techniques to extract the value of these data.
In addition, it makes it easier for building managers to
make key decisions related to the energy efficiency of build-
ings [14], [23], [69], [122]–[125].

Regarding the third finding, another important characteris-
tic of big data to consider within the energy management of
buildings is the veracity [42], [44]. This characteristic is par-
ticularly relevant since buildings have many heterogeneous
systems (data sources) that generate a large number of data
types (structured data, unstructured data, real-time data, event
data, etc.). In addition, they contain valuable information that
is often wasted. Therefore, it is necessary to establish analysis
tools or techniques that allow the extraction of significant
information for better decision making.

Finally, we rely on these five big data characteristics
(velocity, volume, variety, value and veracity) to define data
management, but not data analysis, which will be addressed
in future research.

B. FINDINGS RELATED TO RQ2
In this section, we discuss the findings most relevant to
the requirements of software (functional and non-functional)
found in the works cited.

1) FUNCTIONAL REQUIREMENTS
There are several interesting findings on this point. First, the
works cited used functional requirements (FRs) according
to the needs or context that were being addressed, such as
in [82], [83], [90] and [96]. However, it is important to
consider the possible bias in these results since these require-
ments were gathered according to the context in which the
studies used them.

With regard to the second finding, it is important to
consider the six FRs most cited in this study (FR1 and

FR3–FR7). This finding reinforces our view on the require-
ments of software, specifically of the FRs, necessary
for a software architecture that allows the integration
of software services to support the energy efficiency of
buildings.

2) NON-FUNCTIONAL REQUIREMENTS
There are several significant findings on this point. Regard-
ing non-functional requirements (NFRs), a quite interest-
ing finding is that of the six NFRs found in the work,
more than 72% of the studies cited analyzed or imple-
mented the NFRs for scalability and interoperability. These
results can be explained by the fact that buildings contain a
number of devices (sensors, actuators, etc.) and equipment
(HVAC system, lighting, etc.), which in turn generate infor-
mation. Therefore, they require software architectures that are
scalable and interoperable [23], [95]. In summary, the two
NFRs found are essential attributes for an architecture within
the context studied. In other words, the NFRs make it pos-
sible to guarantee that the FRs are capable of processing or
managing the user or service information.

In relation to the second finding, the analyzed studies
coincide with previous research in highlighting the advantage
of interoperability as a software functionality (feature) in
service-oriented architectures. However, we do not clearly
identify the versatility within these studies applied to the
energy efficiency of buildings.

C. FINDINGS RELATED TO RQ3
There are several interesting findings applicable to RQ3.
First, there is little evidence of the use of an SOA in the field
of the energy efficiency of buildings. In fact, these studies
used it as an information exchange layer to support some
legacy services.

Another interesting finding was the identification of a sec-
ond generation of SOA-based software architecture called the
microservice architecture (MSA) [126]. This new software
architectural style structures an application as a collection of
small services [36]–[38]. Additionally, it has great advantages
such as low coupling, scalability, being highly maintainable,
being versatile and independently deploying services, among
others [38]. Furthermore, we consider that an MSA can solve
the versatility feature required in our study. Therefore, both
generations (SOA and MSA) can provide great advantages,
as described in [126].

D. THREATS TO VALIDITY
In this section, we discuss some of the threats to the validity
of our study.

1) SEARCH STRATEGY
The most likely threat in this step is that some relevant docu-
ments may have been excluded. To reduce this threat, we used
seven of the most important digital scientific databases for
document retrieval. We adjusted each of the keywords in
the different search engines. Similarly, we created different
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subgroups of these keywords to retrieve as many studies
as possible. These keywords were corroborated among and
approved by the authors.

2) SELECTION OF STUDIES
This threat to validity could be due to the authors’ objective
judgment in the selection of the studies. To mitigate this
threat, we rigorously followed the selected review proto-
col. We validated each of the studies with the aforementioned
selection criteria. Additionally, any study that raised ques-
tions regarding the criteria was discussed among the authors.
Furthermore, we define the study period from 2014 to 2020 in
criterion E1 since we want to know the new trends that
have emerged on this matter. We are aware that there were
proposals in previous years; however, we wanted to build on
the new trends that exist for these technologies.

3) DATA EXTRACTION
Regarding data extraction, there may be biases in this process
that affected the results and analysis of the selected works.
To mitigate this, the different elements extracted in this SLR
for each research question were discussed and verified among
the authors, who reached an agreement on each of the ele-
ments obtained. Therefore, with these measures, the bias was
reduced.

VII. RECOMMENDATIONS FOR FUTURE RESEARCH
DIRECTIONS
In this section, we briefly discuss some recommendations for
future research directions derived from the SLR.

A. DEMAND-SIDE MANAGEMENT
Demand-side management is a very important point to con-
sider within the energy efficiency of buildings. Anticipat-
ing the demand peaks for energy using intelligent services
(artificial intelligence, machine learning, etc.) would help
improve the energy efficiency of a building and the eco-
nomic costs, among other aspects. In addition to anticipating
demand, the suppliers or producers of energy could reduce
their power generation and, as a consequence, reduce their
emissions [127]–[129].

Therefore, future research should focus on studying the
necessary software requirements (FRs and NFRs) to establish
a smarter software architecture for demand-side manage-
ment. Additionally, it is necessary to develop techniques or
tools that are capable of adapting to circumstances, such as
the current circumstances caused by COVID-19, so that the
system can be more efficient, faster and more reliable for the
management of the demand side [130], [131].

B. NORMS, STANDARDS, DIRECTIVES AND INITIATIVES
Future studies on the different software service-oriented
architectures that address the energy efficiency in buildings
should analyze the technical algorithms that incorporate and
identify the energy use of the equipment and optimize the
energy of the building. These techniques are applied to energy

performance models for buildings with different sizes, loca-
tions and sectors; they must contemplate the norms, stan-
dards, guidelines and initiatives proposed by various organi-
zations worldwide [13], [132]–[135].

As an example, the UNE-EN 15251 standard proposes
criteria for the energy management of buildings; therefore,
it would be relevant to study how the different software
service-oriented architectures identify the main foci of the
consumption and energy generation in buildings, to study
how parameters are monitored by analyzing the energy con-
sumed based on the analysis of heterogeneous sources of
data and to propose actions specific to minimizing the energy
consumption. In addition, since the buildings have different
energy use profiles, it is also necessary to use data andmodels
that characterize the main contributors of energy consump-
tion. For example, according to ASHRAE [136], in residen-
tial buildings, the energy consumed is primarily due to the
equipment used by their occupants; in addition, in industrial
buildings, the energy consumption is associated mostly with
the operations of the machinery and industry infrastructure
dedicated to production processes.

VIII. CONCLUSION AND FUTURE WORK
In this state-of-the-art study, we developed and executed an
SLR following Kitchenham’s methodological procedure to
identify relevant works that analyze the software require-
ments for a service-oriented software architecture and the
characteristics of big data that have been implemented in
recent years to study energy-efficient buildings.

Once the SLRwas conducted, we obtained a total of 97 rel-
evant works that allowed us to generate favorable responses
to our research questions.

We found that the characteristics of big data play essential
roles in the development of a software architecture focused on
the energy efficiency of buildings. Furthermore, the software
requirements (FRs and NFRs) found, which to the best of our
knowledge are classified for the first time herein, allowed
us to provide a general idea of the necessary requirements
for the development of software architectures in this area.
In addition, it is important to highlight that these requirements
must be considered in accordance with the needs to be solved
and the area to which they are addressed. For example, the
software requirements for a data center, factory, and office
are not the same.

In addition, we detected that an SOA does comply with the
functionality of interoperability software since several studies
use it as an intermediary for the heterogeneous components or
systems that buildings possess. Additionally, we did not find
studies that consider the software functionality of versatility.

Considering this, we have identified a trend in the second
generation of the service-oriented architecture (SOA), called
the microservices architecture (MSA), which treats services
in a distributed manner and translates into multiple benefits,
as indicated in the work of [137]. Therefore, this MSA could
support the software functionality of versatility within our
study context.
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TABLE 6. Summary of the findings in the literature.
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TABLE 6. (Continued.) Summary of the findings in the literature.
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TABLE 6. (Continued.) Summary of the findings in the literature.

Finally, these findings suggest that, in general, both gener-
ations can coexist in a so-called intergenerational architecture
(SOA and MSA), which is why this issue will be addressed
in future studies.

APPENDIX
See Table 6.
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